O6wme ycnosus
ucnonb3osaHusa CMapT-

kapTbl KopnopaTuBHoOM

UHbpacTpykTypbl

AnekTpoHHoro Knroua UHI

BAHK (EBPA3UKA) AO

1. O6wMe nonoXKeHus

HactoAuwme Obuwme ycnosus
NMPUMEHAIOTCA KO BCEM MPUIIOXKEHHUAM,
CBA3OHHBLIM C MCMONb30BAHWEM CmapT-
WHT,

KApThI BbII'IgLLI,EHHOﬁ

KoprnopaTtrBHoW NHppacTpykTypon
dnekTpoHHoro Kntoua MHI (ganee -
«KopnopatueHaa M3K UHI»), Hapagy ¢
MonuTtukon cepTudmkaumm KnueHTos
WHI (MCK) wn MonoxeHvem o
(nna.

HHI

NnpoBefleHnH  cepTUdUKALMK

[onb3osaTenu Cmapt-kapT
O3HOKOMJIEHbI c coaepxaH1em
BbILLEYKA3aHHbIX UHI
BAHK (EBPA3USAl) AO (panee - BaHk

unu HUHIN)

AOKYMEHTOB.

NpeAoCTABASET ACHHbIE
OOKYMEHTbI /17 O3HAKOMJIEHWS mocse
MONMYYeHHUs 3asBfeHUs KinveHTa Ha

nonyuvernre Cmapt-kapTel MHI. Takxe

ING Public Key
Infrastructure
Terms and Conditions ING

I-Dentity Card

1. General

These Terms & Conditions are
applicable to all applications for
and/or use of ING I-Dentity Cards
issued by the ING Corporate PKI.

In addition to the above, the ING PKI
Customer Certificate Policy (CCP) and
the ING PKI Certificate Practice
Statement (CPS) shall apply. Users of
an ING I-Dentity Card are expected to
have knowledge of the contents of
these ING BANK

(EURASIA) JSC (hereinafter referred

documents.

as the Bank or ING) will supply these
documents when an application is
made for an ING |-Dentity Card and
can also be found at
www.ing.com/identitycard.

“ING BANK (EURASIA) JSC” acts as the

ING.
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UKA3dHHbIe AOKYMeHTbl AOCTYMHbI MO

CCblSIKe www.ing.com/identitycard.

baHk ABnfeTca nocTtasLiMkom CmapT-
kapT MHI. Bo 136exaHue pasHOUTEHUH,
nosd TepMuHOM KopnopaTusHas WM3IK
MHI unmeetca B Buay WHI BAHK
(EBPA3MS) AO Kak topuanyeckoe nuLo,
Knuentam

nocrasnfollee CBOUM

KopnopatunsHyto MK UHT.

2. Llenu ucnonb3oBaHuA
Cmapt-kapTbl MHI npegHasHaveHsbl ans
MCNOJIb30BAHWA  UCKIIIOUMTENILHO B

Lensix ayTeHTUOUKALMM, MOAMUCAHMS U

30WMThI OAHHbIX B pamkax
SNEKTPOHHOrO0  B3UWMMOAEWCTBMA  C
baHkom.

3. OrpaHuuyeHue

Ucnone3osaHWe  CmapT-kapTbl  MHI
OrPaHWYEHO  TeMu  Lenamu,  Ang
peanusauuu  KoTopbiX KapTa 6bina

BbINYLLLEHA K NpeaocTasineHa KnneHty.
MonyyeHne KnneHToM CMapT-KapThl
WMHI HW NpU KaK1X 0BCTOATENLCTBAX HE
BfeYeT  MpAMO WU KOCBEHHO
npuobpeteHne KnueHTOM Kakux-Mbo

MOTHOMOYMM AENCTBOBATL OT WMEHHU

supplier of the ING I-Dentity Card.

To clarify the position of the ING
Corporate PKI, this text uses the term
‘ING Corporate PKI' where, from a
ING BANK
(EURASIA) JSC is meant in its capacity

legal point of view,

as supplier of the ING Corporate PKI.

2. Target audience and use

ING I-Dentity Cards are exclusively
intended to be used for the purpose
of authentication, signing and (data)
electronic

security during

communication with the Bank.

3. Restrictions

The use of the ING I-Dentity Card is
restricted to the purpose for which
the card was requested. Acquisition
of a card in no way implies the direct
or indirect acquisition of any power
of attorney from ING.

Any use of an ING I-Dentity Card
other than as described above is

prohibited.
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BbaHka (He fABNAeTCA AOBEPEHHOCTbIO
HO coBeplUeHWe [AeNCTBMH OT WMMEHM
BaHka).

Jlloboe wcnonb3oBaHne CMapT-KApThl
yem

MHave, npeaycmoTpeHo

HacTosiwmMK  OBLUMMM  YCIIOBUAMM
3anpeLieHo. B cnyyae Mcnosnb3oBaHWe
KnveHToM CMapT-KapTbl B HApYLUEHKe
MOSIOXKEHWH HACTOALLMX 06Lwmx
ycnosuit BaHK Takoe MCMosb30BAHWE
He BrieYeT BO3HWMKHOBEHMWS KAKUX-TNOO
0683aTeNbCTB U/MAK OTBETCTBEHHOCTH

y baHka.

4. NpuMeHUMble AOKYMEHTbI

noccapuin KopnoparusHon M3K WHT,
MoNnTHKG  CepTUOMKALMKM  KITMEHTOB
M3K WMHI, lonoxeHne o nposedeHWH

ceptudmkaumm MK UHT, NMonoxeHne o

KOHOUAEHLMANBHOCTH MIK NHI
COCTABAAT  HEOTbEMJIEMYIO  UYACTb
HACTOSALLIMX 06X yCroBui.

AKTYasibHble BEPCHH BbILLEYKA3AHHbIX
AOKYMEHTOB HOXOAATCA B NYbAMYHOM
Agoctyne B

cetm  WHTepHeT o

cnepytoliemy appecy:
https://www.pki.ing.com/index.php?a=d

yn&id=84% .

Any such use shall not result in any

commitment or liability of ING
Corporate PKI.

4. Related documents

The ING PKI Glossary, ING PKI

Customer Certificate Policy (CCP), the
ING PKI Certificate Practice Statement
(CPS) ING PKI
Statement make an integrated whole
with these Terms & Conditions. The

the

and the Privacy

actual versions of above
mentioned documents are publicly
available on ING's PKI website at
https://www.pki.ing.com/index.php?a
=dyn&id=84.

ING reserves the right to change

these documents according to the
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BaHk  BnNpaBe B OAHOCTOPOHHEM
nopsgke B Joboe BpeMA BHOCWUTb
M3MeHeHWA B JOKYMEHTbI, yka3aHHble B
HACTOSALLEM NYHKTE, B COOTBETCTBUKU C
npouenypor, onnMcaHHom B MNosioxeHnK
0 npoBedeHWU cepTudmkaummn K3IK
MHT.

K oTHoweHnusm baHka W KnuveHTa,

perynnpyemsim NONIOXEHUAMM
HACTOALWMX 06bLwmx ycnosuw
NMPUMEHAOTCA Takxe Ycnosusn

pacyeTHOro o6CNYKMBAHMA KanMeHToB-

tOpUan4eckmnx nuL, C MCnosib30BAHHUEM

Cuctembl  «InsideBusiness Payments
CEE» (nanee - «YcnoBus
0bCcnyxmnBaHUA «InsideBusiness
Payments CEE»). Ycnosus
0b6CNYX1BAHKA «InsideBusiness
Payments CEE» HaxoAnTcA B

nybaMUHOM JOCTYne HA OPULMASTBHOM

cante Banka no aapecy:

http://www.ing.ru/ru/ing-ve-

eroesesii/insidebusiness-pauments-

cee/peoeliezeenyeruie-esesyeruelkai-i-
esopeuteesteveuyushchaaya-

deokauemieenteatseiya

procedure laid down in the ING PKI
CPs.

The Terms and Conditions of

Servicing Clients (Legal Entities)

through InsideBusiness

CEE

Payments

Electronic  Banking  System

(hereinafter referred as the
“InsideBusiness Payments CEE TC")
shall apply to the relations between
the Bank and the  Client.
InsideBusiness Payments CEE Terms
& Conditions are publicly available at
the official web-site of the Bank at

http://www.ing.ru/ru/ing-ve-

eroesesii/insidebusiness-payments-

cee/peoeliezeenueruie-esesyeruelkai-

i-esopeuteesteveuyushchaaya-
deokauemieenteatseiya

ING
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4.1. NpropUTETHOCTbL AOKYMEHTOB

B cnyyae npoTvBOpeuds  Mexay
MPUMEHUMbIMH AOKYMEHTAMM,
AOKYMEHTbl  MMeloT  npuopuTeT B

cnepytoLlen nocnefoBaTenbHOCTH (Mo
ybbIBAHMIO):

1. Ycnoeus 0b6cnYx1BaHUA
«InsideBusiness Payments CEE»;
2. Ycnoeua wucnonb3osaHua ING |-
Dentity kapTel U3K WHT;

3. noccapui 3K UHT;

4. MonUTUKA CEPTUPUKALMKU KITMEHTOB
3K MHT;

5. MonoxeHne o

ceptudmkaumm MIK UHT;

NpoBeAEeHWH

6. MonoxeHue 0 KOHOUAEHUMANBHOCTH

MIK UHT.

5. 06s3aTenbcTBA

5.1. KopnopaTtueHasa U3K UHTT
KopnopatusHasa M3K MHI obs3aHa:

1. ocywecTBnATb KOHUAEHUMANBHYIO
06paboTKy M XpaHeHWe NepCoHANbHbIX
AAHHbIX 3aABUTENA/NONL30BATENA
CmapT-kapTbl MHI B COOTBETCTBUKU C
TpeboBAHWUAMM NpUMEHUMOro

30KOHOAATENbCTBA;

4.1. Document hierarchy

In the event of inconsistency
between the related documents, the
following ranking shall apply (in

descending order):
1. InsideBusiness Payments CEE TC;

2. ING PKI Terms & Conditions ING I-
Dentity Card;

3. ING PKI Glossary;

4. ING PKI Customer Certificate Policy;
5. ING PKI Certificate Practice
Statement;

6. ING PKI Privacy Statement.

5. Obligations

5.1. ING Corporate PKI

The ING Corporate PKI shall:

1. manage the personal data of the
applicant/user of an ING I-Dentity
Card in confidence in accordance
with the applicable legislation and
shall store the data in compliance

with the terms as determined in the
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2. BECTM M XPAHWTb  KYPHASbI
PErucTpaumm CobbITUM B COOTBETCTBUM

C NpUMEHNMbIM 30KOHOAATENIbCTBOM.

5.2. 3aasuTenb/nonb3oBarens
Kaxabli 30MBMTENb/MOSL30BATESNb
06A3aH:

1. npepoctaenate KoprniopatnsHon M3K
MHI  nosHYyto 1M [JOCTOBEPHYIO
MHPOPMALMIO OTHOCWUTENBHO BCEX W
NobbIX  JEeMCTBMHM,  CBA3AHHBLIX C
ncnosb3osaHWeM CmapT-kapTel UHT;

2. [encTBOoBATbL B COOTBETCTBUM C
0653aTeNbCTBAMM,  MPOLEAYPAMU U
nNpaBnIaMM, YCTAHOBJIEHHbIMM
MoNUTHKOM CepTUPUKALIMM KIMEHTOB M
MonoxeHnem o npoeeAeHu
ceptudmkaumm MK UHT;

3. NpyY MCnoJib3oBaHKMK CMapT-KApTl
WMHI" ncnonb308aTh NpUIOXeHWa baxka,
a TAKXe CpeAcTsd AfiA CYMTBLIBAHWA
MHT  u

CmapT-kapT NporpaMmMHoe

O6eCI'Iel-IeHI/1H, npeaocrtaBnieHHoe

applicable legislation;

2. manage the event

the

logs in

accordance  with applicable
legislation and shall store the event
logs in compliance with the terms as
the

determined  in applicable

legislation.

5.2. Applicant/user

Every applicant/user of an ING I-
Dentity Card shall:

1. provide the ING Corporate PKI with
accurate and complete information
only, in all actions relating to the ING
I-Dentity Card;

2. act in accordance with the
obligations, procedures and rules as
laid down in the ING PKI Customer
Certificate Policy and the ING PKI

Certificate Practice Statement;

3. use the reader and software as
supplied by the ING Business Unit and
via these use the ING I-Dentity Card
when using the ING Business Unit

application;
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baHkom;

4. NCMOSIb30BATL TOJSILKO AEUCTBYIOLLME
CmapT-kapTbl MHI 1, HACKOJSIbKO MOXeT
6bITb M3BECTHO Monb3osaTesto, CmMapT-
KapTbl, KOTOpble He HbINTK OTO3BAHbI;

5. HesamegnuTeNbHO WMHGOPMUPOBATHL
BaHk B cnyuae (a Takxe MpU HANMYKK
COMHeHWH) 3noynoTpebnenus CmapT-
Kapton unuM  notepu CMapT-KAPTI
n/vnu NMUH-koaa k CMapT-KapTe, TAKUM
obpasom, YTObbI WHI umen
BO3MOXHOCTb 0T03BATL CMAPT-KAPTY;
6. HesamennnUTeNbHO WMHPOPMUPOBATHL
BaHk 0 noBbbIX M3MEHEeHUAX B AAHHbIX

(KOTOpre I'IpOM30LUJ'IM), CBA3AHHbLIX C

MCMOMb30BAHMEM  MPUIIOXKEHWS  ANA
CmapT1-kapTbl MHT;
7. MCMoMb30BATh, XPAHUTb “

obpawaTeca co CmapT-kapTon MHI m

[MMH-kopoOM K HeWm C  J0JIHKHOW
OCMOTPUTENIbHOCTbIO, OCTOPOXHOCTbIO
M HeobXoAWMOW CTEMEHbIO 3dLLMTHI,
BK/ItOUAA OBSA3AHHOCTb XPAHWTL TMH-
Ko4 B TaAWHe TakWMM 06pasom, yTobbl
WCKJTIOUNTb BO3MOXHOCTb

ncnonb3oBaHKA  Cmapt-kaptel  MHI

HeynoJIHOMOYEHHbIMU TNMLIAMU;

4. only use the ING I|-Dentity Card
when they are valid and have not -
insofar as he/she reasonably can be
expected to know - been revoked;

5. immediately inform the issuer in
the event of (any suspicion of) abuse
or loss of the ING I-Dentity Card
and/or the accompanying PIN, so the

ING I-Dentity Card can be revoked;

6. immediately inform the issuer of
any changes to the data (that were)
relevant to the application for the ING
I-Dentity Card;

7. use, manage and store the ING I-
Dentity Card and the PIN supplied in a

careful, responsible and reliable

manner,  which includes  the
obligation to keep the PIN secret, so
that unauthorized use of the ING I-
Card

Dentity can in all

reasonableness be ruled out;
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8. He OCYLEeCTBNATb  KAKWX-NMBO
[EeNCTBMI, KOTOpblEe MOTYT MPUBECTHU K
HapyLLEeHKto KOHOUAEHLMANBHOCTH

g MpUHLMNA HenpepbIBHOCTH

AenaTenbHOCTH baHka.

5.3. TpeTbu nuua
Ana Toro, ytobbl ObITb YBEpPEHHBIM B
DEMCTBUTENBHOCTM W OTCYTCTBUM

dakToB  3noynoTpebnenna  CmapT-

kapton WHI noboe TpeTbe nMLO
0653aHoO:

1. ybeautbcs, uto CmapT-kapta MHI
6bina

OENCTBUTENbHO BbiNyLieHa

KopnopatunsHo# MIK UHT.

2. nposepuTb Cmapt-kapty WHI, a

MMeHHO: AdTY BbINYCKA W AATY

ncTevyeHna Cpoka OEeNCTBUA, yTObbI

ybeanTbCs B AEeNCTBUTENIbHOCTH
CmapT-kapTbl MHI
3. ybeauTbCcs B LAEWCTBHUTENBHOCTM
CmapT-kapTbl MHI, @ MMeHHO, B TOM,
yto  gencrsue  CmapT-KapTbl  He
NpUOCTAHOBMIEHO K/uMnn  CmapT-kapTa

He OTO3BAHA

8. perform no actions which

endanger the

continuity of the ING.

confidentiality or

5.3. Trusting Third Party
Any party wishing to put trust in ING
I-Dentity Card shall:

1. check the ING I-Dentity Card in
order to validate if the ING |-Dentity
Card has actual been issued by ING
Corporate PKI

2. check the ING I-Dentity Card in
order to verify the validity with
regard to date of issue and expiry

date

3. check the ING I-Dentity Card in
order to verify the validity with
and/or

regard to  suspension

revocation (see §6)
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6. [lMpoBepka  AEHCTBUTENBLHOCTH
CmapT-kapTbl UHT

MpoBepka pAencTBUTENbLHOCTH CMapT-
KapTel MHI npoBofMTCA MOCPeACTBOM
nposepku COC (CAMCOK OTO3BAHHbIX
ceptuomkatoB). COC B OTHOLUEHWH
CmapT-kapTel MHI pacnonaraetca B

Yyune Ha KapTe.

7. OTBETCTBEHHOCTL

BaHKk He HeceT OTBETCTBEHHOCTH 3d
Kakon-nnbo  ywepb,  NpUUYMHEHHbIN
NMpAMO WM KOCBEHHO B pe3ynbTaTe
ncnosb3oBaHKA KopnopatusHon WIK
WHT,

BK/to4asn nospexaeHue

MMYLLEeCTBA  W/MAKM  GUHAHCOBBIM

yuwepb, Bkoyaa 6e3  orpaHuyeHus,
yuepb,

HecBoeBpeMeH HOWM

ynyLyeHHyto

NMPUYHUHEHHBIN

BbIFOAY,

NMOCTABKOW, MOTEPIO UKW NOBPEXAEHUE
[OOHHBIX (lOpUAMYECKOro nuua) u/mnu

I'Ile-IMHeHHbIl;I CHWXXeHHneM

ytepo,

OEeNOBOM  AKTMBHOCTM  baHka  w/unu

Knuenta baHka. B nobom cnyvae

obLwmi COBOKYMHBbIV pasmep

OTBETCTBEHHOCTM baHka orpaHuyeH
cymmort B 1.000.000 (0guH MUANMOH)

€BpO 3a KAXKAbIM Cnyuyan, koraa bank

6. Validation ING I-Dentity Card

Validation of the ING I-Dentity Card is
done via CRL (Certificate Revocation
List) checking. The physical location
of the CRL belonging to the ING I-
Dentity Card is published in the chip

on the card.

7. Liability

The Bank shall not be liable for any
direct or indirect (financial) damage
as a result of the use of the ING
Corporate PKI. This includes property
damage and/or any purely financial
and  without

damage, including

limitation  consequential damage,
damage caused by late delivery, loss
of profits or income, lost savings, loss
of or damage to (corporate) data
and/or damage resulting from
business stagnation by the Bank
and/or ING Customers. In no event
shall the aggregate and cumulative
liability of the Bank exceed the sum
of € 1,000,000 (one million euros) per
related

occurrence whereby

occurrences will be treated as one
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HeceT OTBETCTBEHHOCTb.
BaHKk He HeceT OTBETCTBEHHOCTWU 3d
COLEPXAHWE KAKWX-TMBO COObLLEHHI
n/Mnu caenok, cosepLueHHbIX baHkom,
KnuenTtom baHka n/vnu niobbiM apyrum
NMLOM, O TAKXe 3a KAKOW-nrMbo yLepb
B pe3ysbTaTe WCnonb3oBaHus CmapT-
KapThbl WHr, ecnm Takue
coobueHna/caenkun/yiiepb He
npeAyYycMOTPeHbl MPAMO B HACTOALLMX
Ycnosusix Wnm NPUMEHUMBIX
LOKYMEHTAX.

BaHKk He HeceT OTBETCTBEHHOCTM 3d
noTepto

JOHHbIX, BKJIIO4ASA

CepTUdUKATBL, MAM 30  OTCYTCTBME
pocryna Kk KopriopatusHon MK MUHI B
pesynbTaTe HeucnpaeHOM paboTbl WK
asapuu TeNeKOMMYHUKALMOHHbIX

KOMMNAHUH wuivnu KOMMAHWKH no

nepeaadye  AdAHHbLIX, HE3dBMCHMMO OT
TOro, KAknm O6p030M ocyulecTsnigeTca

nepezaua.

8. NpumeHumoe npaso

K KopnopatusHo# ZE]1 WHT,

HacTosiwmm  OBLMM  YCnoBMAM U
NpUMEHHUMBIM LOKYMEHTAM
NpUMEHSAIOTCS NoNOXeHWsA

single occurrence.

The Bank shall not be liable for the
content of any communication
and/or transaction initiated by the
Bank, ING Customers and/or any
other party, nor for any damages as
a result of the use of ING I-Dentity
Card not covered by these Terms &
Conditions  and  the  related
documents stipulated herein.

The Bank shall not be liable for the
loss of data, including certificates, or
for the unavailability of the ING
result of a

Corporate PKI as a

malfunction or calamity in the
functioning of telecommunication
companies and/or data
communication facilities, regardless
of the way in which the transmission

is established.

8. Applicable law

Russian law is applicable to the ING
Corporate PKI and related
documents.

The provisions of the present Terms
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30KOHOA4ATEeNbCTBA Poccunickon
®epepaumm.
[MonoxeHusn HACTOALLMX ObLwmx

YC/IOBUM W MPUMEHWMbIX [JOKYMEHTOB
NMPUMEHAIOTCA K OTHOWeHWAM CTOpOH
TONMbKO B TOWM Mepe, B KAKOW OHW He
npoTusopeyar 30KOHOLATeNbCTBY
Poccuitckor Gepepauuu.

B cnyuae pasHornacui mexay pycckon
M AHITIMACKOM  BEpCcUer  HACTOALLMX
OBLWMX YCNoBUIM MOMOXEHWUA PYCCKOM

BEPCHM WMEIOT  MPEUMYLLECTBEHHYIO

cuny.

9. PaspelueHue cnopos

CI'IOpr, BO3HMKAKWOLWMHWE B CBA3K C

ncnosb3oBaHWeM KoprnopatusHon M3K

MHI,  nopgnexar  paspeleHvio B
COOTBETCTBMU C MopAaakom,
npefycMOTPEHHbIM YcnoBusimu

06CNYXKMBAHKA «InsideBusiness

Payments CEE».

10. CtaHAapT KayecTea

Cuctema  «InsideBusiness  Payments

CEE» 6a3snpyetca Ha cTtaHaapte ETSI

102.042, bonee JeTanbHas

uHbopmaumsa o  crtangapte  ETSI

and related

apply to
relations of the Parties to the extent

Conditions

shall

and
documents the
to which such provisions comply
with the legislation of the Russian
Federation.

In case of any discrepancies between
Russian and English version of the

present Terms and Conditions the

Russian version shall prevail.

9. Disputes
Disputes relating to the ING
Corporate PKI shall be resolved

subject to the Procedure specified in

InsideBusiness Payments CEE TC.

10. Quality Level Standard

The ING Corporate PKl is based on the
ETSI  102.042  standard.  More
information on ETSI can be found at

Hereby the Parties
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AOCTYNHA Ha  ww.etsi.org. CTOPOHI

NPpU3HAOT, 4YTO MMM  UCMOSb3YeTCA

ycuneHHas HeKBATMOULMPOBAHHAS
SNIEKTPOHHAA MOAMUCh, O TAKXE U4TO
uHbOpMaLMA B INEKTPOHHOM dopme,
NOAMUCAHHAA  TAKOW  3J1EKTPOHHOM
NMOANUCHIO, MPWU3HAETCA 3SNEKTPOHHbLIM
LOKYMEHTOM, PABHO3HAYHbLIM
[OKYMEHTY Ha OYMaXHOM HocuTene,
NoANMCaHHOMY cobCcTBEHHOPYYHOM

noAnucChIo. Hactoauwmm baHk

NOATBEPXAJET, yTo
HEeKBANMPULMPOBAHHAS  3M1EKTPOHHAS

NoOAMMWCh, Mcronbayemas CTOpPOHAMM,

COOTBETCTBYET TpeboBAHWAMU
®epepanbHoro  3akoHa  Poccuiickor
®epepauum «06 371eKTPOHHOM

noanucu» No 63-O3 oT 06.04.2011

road.

confirm that they use enhanced

encrypted  non-certified  digital
signature and that electronic data
signed by the above mentioned
digital signature shall be considered
as the electronic document that has
the same legal force as the
document in hard copy signed by the
signature. Herewith the Bank confirm
that non-certified digital signature,
used by the Parties, complies with
the requirements of the Federal law
“On digital signature” No. 63-FZ

dated 06.04.2011.
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