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Summary:

Policy on the Processing and Securing of the Personal Data in the Bank is outside oriented declaration of the
Bank’s principles of personal data processing approach within the Bank. The Policy is aimed at external user
and shall be publicly available at the Bank’s official web-site.



Monutuka B OTHOLWEHNN 06paboTKM N obecnevyeHMa 6e30MNacHOCTU NepPCoOHarbHbIX
AaHHbIX B Poccun UHIT BAHK (EBPA3UA) AO

C uenbio nogaepxaHua OenoBour penytaumm n obecneyeHuss BbINONHEHUs TpeboBaHUn
®epepanbHoro 3akoHa oT 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX OaHHbIX» U MPUHATLIMU B
COOTBETCTBMM C HMM HOpMaTmBHbIMK npaeoebiMn aktamn, IHIT BAHK (EBPA3UA) AO (ganee —
BaHk) obecneunBaeT NnerMTMMHOCTL 06paboTKM NEepCOHanbHbLIX AAHHbIX, @ TaK e Hagnexaliumn
ypoBeHb 6e3onacHocTn obpabaTbiBaeMbIX NEPCOHANbHbIX AAaHHbIX.

O6paboTka nepcoHanbHbIX AdaHHbiXx B baHke OcylecTBNseTcs Ha 3akOHHOW U
cnpaBeasIMBON OCHOBE U OrPaHNYMBAETCHA OOCTWKEHNEM KOHKPETHbIX, 3apaHee onpeaeneHHbiX u
3aKkoHHbIX uernen. ObpaboTke noanexar TOMbKO MepCOHanbHble LaHHble, KOTOpble OTBe4YatoT
uensm ux obpaboTtkn. CopepxaHne un ob6bem oOpabaTbiBaeMblX MNEepPCOHasnbHbIX AaHHbIX
COOTBETCTBYIOT 3asiBNIEHHbIM LiensiM o6paboTku, M3bbITOMHOCTL ObpabaTbiBaeMbiX OaHHbLIX He
AonyckaeTcs.

Mpun 06paboTke NnepcoHanbHbIX AaHHbIX BaHkoM obecneunBaeTcs TOYHOCTb NEPCOHANbHbIX
AaHHbIX, X JOCTATOYHOCTb U, B HEOOXOOUMBIX Cry4asix, akTyarlbHOCTb MO OTHOLUEHUIO K Lensm
00paboTkM nepcoHanbHbIX OaHHbIX. baHk NpMHMMaeT n obecneymBaeT NPUHATUE HEOBXOANMBIX
Mep Mo yaaneHuto UM yTOYHEHMIO HEMNOSHbLIX UM HETOYHbIX NEPCOHArNbHbIX AAHHbIX.

CotpyoHuk baHka, nepeg Tem Kak 3arpy3uTb Kakve-nmbo OOKYMeHTbl (Hanpumep,
AOroBOPbI, KOMMKW NAcnopToB, aHKETbI M NPOU.), CoaepXaLlme nepcoHarnbHble aHHbIE POCCUNCKNX
rpaxgaH B CUCTEMy, He NoKanu3oBaHHyt Ha Tepputopum Poccuiickon depepaummn, oba3aH
npeaBapuUTENbHO COXPaHUTb Takne AOKYMEHThI B NokanbHoW 6a3e faHHbIX baHka. B cBsasu ¢ Tem,
YTO CMMCOK HEe NOoKann3oBaHHbIX cUCTEM BaHka M3MeHsieTCs, akTyanbHy MHOPMaLMIo O cTaTyce
nokanu3auum KOHKpeTHon cuctembl baHka Heobxogumo noaTBepXgaTb B AenapTamMeHTe
NHPOPMAaLIMOHHbBIX TEXHOMOrMIA, oTBeYatoLemM 3a 6usHec-npunoxenne (IT Custodian).

Kaxgblh genaptameHT baHka caMOCTOATENbHO OnNpeaensieT M 3akpennsieT B CBOWUX
npoueaypax unu onepaumoHHbIX MHCTPYKUMAX NOPSO0K U YCIOBUS OCYLLIECTBIIEHUS NoKanmM3aumm
NnepcoHarnbHbIX [OaHHbIX, a Takke IoKanbHble HOCUTENW, Ha KoTopbix OygeT npousBeneH
NepBUYHbLIN BBOA AaHHbIX POCCUMCKNX rpaxkaaH. [pyn 9TOM Takon NopsaoK onpeaensieTca ¢ y4eTom
TpeboBaHWI K eANHOM CTPYKTYpe XpaHEeHUst LOKYMEHTOB, a Takke BO3MOXHOCTN CBOEBPEMEHHOIO
yoaneHus/ YHUITOXEHNs1 AaHHbIX B COOTBETCTBMM C TpeboBaHnem 3akoHodaTenbcTea PO.

XpaHeHne nepcoHanbHbIX [AaHHbIX ocyuiecTBnaetca baHkom B ¢dopme, nossonstoLLen
onpeaenntb cybbekTa NnepcoHanbHbIX OaHHbIX, HE AonbLle, YeM 3Toro TpebytoT uenn obpaboTku
NepcoHanbHbIX [AaHHbIX, €CMM CPOK XPaHEHUS MepCoHamnbHbIX [AaHHbIX He YCTaHOBMEH
denepanbHbIM  3aKOHOM, [OrOBOPOM, CTOPOHOW KOTOPOro, Bbirogonpuobperartenem unu
nopyumMTenemM no KOTOpOMYy sBNSeTca CybbekT nepcoHanbHbiX AaHHbIX. O6pabaTbiBaemble
nepcoHarnbHble JaHHbIE MOANEXAT YHUYTOXKEHUIO MO0 006€3MMYMBaHMIO NO OOCTWKEHUM Lienen
06paboTkM Mnu B criydae yTpaTbl HEOOXOAMMOCTU B AOCTUXKEHUM ITUX LEenen, ecrnm MHoe He
npeaycMoTpeHo deaepanbHbIM 3aKOHOM.

Llenv o6paboTkn nepcoHanbHbIX AaHHbIX, COCTaB U COAEpPXXaHUe NePCOHarbHbIX AaHHbIX,
a Takke KaTeropuv CyGbeKkTOB MepCoHarnbHbIX AaHHbIX, YbW AaHHble obpabaTeiBatoTcs BaHkoMm
cogepxkaTca B yBedomrieHun o6 00paboTke nepcoHanbHbIX [AaHHbIX, HanpaBneHHOM B
YNONMHOMOYEHHbIV OpraH Mo 3aliMTe npaB CyGbEeKTOB NepCcoHarnbHbIX AaHHbIX (PockoMHaasop), 1
noanexart OGHOBMEHMIO B Cy4ae UX U3MEHEHUS.

BbaHk B xoge cBoen OeATenbHOCTU MOXeT npedocTaBnAtb u (unn) nopyyvats o6paboTtky
nepCcoHanbHbIX AaHHbIX APYroMYy NuLy C cornacusa cybbekTa nepcoHarnbHbIX AaHHbIX, €CN MHOE
He npegycMoOTpeHO dedepanbHbiM - 3akoHOM. [lpu  aToM  obGdA3aTenbHbIM  YCrOBUEM
npegocTaBneHns n (Mnu) nopyvyeHnsa obpaboTkmn nepcoHarbHbIX AaHHbLIX APYrOMY NvLy SiBNSETCH
0683aHHOCTb CTOPOH MO COBnAeHN0 KoHpMaeHUmanbHOCTU N obecneyeHnto 6es3onacHocTu
nepcoHanbHbIX AaHHbLIX MpU X obpaboTke.



baHk He pa3mMmellaeT rnepcoHalibHble [OaHHble cy61>e|<Ta nepcoHasibHblIX OaHHbIX B
O6UJ,eD,OCTyI'IHbIX NCTOYHMKax 6e3 ero npeaBapuTesribHOro coriiacu4.

baHk B xoge cBoen [OeATenbHOCTM OCYLLUECTBNsieT TpaHCTpaHWYHY nepegadvy
nepcoHanbHbIX AaHHbIX OPUANYECKUM NULLAM Ha TEPPUTOPUN MHOCTPaHHLIX rocyaapcTs. Mpu aTom
Bonpocbl obecneyeHnss agekBaTHOM 3alMTbl MpaB CYOBLEKTOB MEPCOHaNbHbIX AaHHbIX W
obecneveHuns 6e30MacHOCTU NX NEePCOHAanbHbIX AaHHbIX MPY TPAHCTPaHMYHOM Nepeaaye ABNAKTCS
HaMBbICLULMM npuopuTeToM Ans baHka, pelueHne KOTOpbIX peanndyeTtca B COOTBETCTBUMM C
3akoHogaTtenbcTBoM Poccuiickon ®epgepaumm B 0bnact o6paboTku nepcoHanbHbIX AaHHbIX.

TpaHcrpaHuyHaa nepefada nepcoHanbHbIX [AaHHbIX Ha TEPPUTOPUID  UHOCTPaHHbIX
rocyaapcTts, He obecneymBaroLLMx ageKkBaTHOM 3aLnUTbl NpaB Cy6beKTOB NepCoOHanbHbIX AaHHbIX,
OCYLLECTBISAETCA TOMbKO B Cry4YasX Hanuums cornacuss B NUCbMEHHOW ¢opme cybbekTa
nepcoHanbHbIX JaHHbLIX HA TPaHCrpaHUYHYIO nepefady ero nepcoHasbHbIX AaHHbIX; UCNONHEHUS
AoroBopa, CTOPOHOW KOTOPOro £BMSieTCA CyObekT MepcoHanbHblX OaHHbIX; @ Takke WHbIX
npeaycMOTPEHHbIX 3aKkoHogaTenscTBoM Poccuiickon ®egepaumm cnyyasx.

B uenax obGecrneyeHusi agekBaTHOW 3alUMTbl MEpcoHanbHbIX AaHHbIX BaHk npoBoauT
OLIEHKY Bpena, KOTOPbIN MOXET OblTb MPUYMHEH CyObeKTam NepcoHanbHbIX AaHHbIX B Cryvae
HapyLLeHMst 6e30MacHOCTN X NEePCOHarbHbIX AaHHbIX, @ Takke onpeaensieT akTyanbHble Yrpo3bl
6e30MacHOCTM MepcoHarnbHbIX AaHHbIX MpU UX 06paboTke B WMH(POPMALMOHHLIX CUCTeMax
nepcoHarnbHbIX AAHHbIX.

C uenbio obecrneyeHns 6e30MacHOCTM NepCoHanbHbIX AaHHbLIX MpU MX obpaboTke BaHk
NPUHUMAET HeobxoanMble M AOCTATOYHbIE NPABOBbIE, OPraHM3aLMOHHBIE U TEXHUYECKNE MEpbI
ANA 3alMTbl NEePCOHarnbHbIX AaHHbIX OT HENPaBOMEPHOrO0 WM CyYarlHOro AOCTyna K HUM,
YHUYTOXEHWS, U3MEHEHUsI, BNOKMPOBAHUS, KONMPOBAHUSA, NPeaoCTaBIEHNs, PacnpOCTpaHEeHUs
NnepcoHarbHbIX AaHHbIX, @ TAKXKe OT MHbIX HEMPABOMEPHbIX AENCTBUIN B OTHOLLEHWNM NEPCOHANbHbIX
OaHHbIX.

BaHk nobuBaeTca Toro, YtToObl BCE peanudyemble MeponpuaTUa MO OpraHU3aumMoHHON U
TEXHUYECKOW 3alLnTe NepcoHanbHbIX AaHHbIX OCYLLECTBAANNCEL HA 3aKOHHbLIX OCHOBAHUSX, B TOM
yncrne B COOTBETCTBMM C TpeboBaHuMsiMn 3akoHogaTenbcTBa Poccuiickon Pepepaumm o
NnepcoHarnbHbIX OaHHbIX.

PykoBogctBo baHka 0co3HaeT BaKHOCTb M HEOBXOAMMOCTbL obecneyeHus 6e30nacHoOCTH
NepcoHanbHbIX OaHHbIX W MOOLWPSET MOCTOSSHHOE COBEPLUEHCTBOBAHME CUCTEMbI 3alUUThI
nepcoHanbHbIX AaHHbIX, 0OpabaTbiBaeMbiX B paMKax BbINONMHEHUS OCHOBHOW OeATENbHOCTU
baHka.

B BaHke HasHayeHbl nvua, OTBETCTBEHHbLIE 3a OpraHu3auuio 0opaboTkm n obecnevyeHue
6e30nacHOCTM NepcoHarnbHbIX AaHHbIX.

Kaxablh HOBbIM paboTHMK baHka, HenocpeacCTBEHHO ocylecTBhsowmin obpaboTky
NepcoHanbHbIX [OaHHbIX, MNOAJIEXUT O3HAKOMIEHUIO C TpeboBaHMAMM 3akoHodaTeNnbCTBa
Poccuinickon depepaumm 0 nepcoHanbHbIX [aHHbIX, C HacToswen [lonutnkon u Opyrumu
nokanbHbIMK akTamun baHka no Bonpocam o06paboTkM M obecnevyeHna 6e30nNacHOCTU MEPCOH
nepcoHarnbHbIX AaHHbIX 1 HECET OTBETCTBEHHOCTb 3a UX CObMNogeHme.



